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On May 21, 2024, the Director of the SEC’s Division of Corporation Finance issued a statement

providing guidance on the use of Item 1.05 of Form 8-K to disclose cybersecurity incidents.

Although the statement did not discuss the results of the Staff’s review of recent practice, our

informal survey of the 26 Form 8-Ks filed under Item 1.05 through mid-May (including amendments

of prior filings) showed fewer than five disclosed a determination of materiality, with the rest –more

than 80% – disclosing that (1) no determination had yet been made or (2) there had been no

material impact or that no material impact was reasonably expected.

DON’T USE ITEM 1.05 FOR IMMATERIAL INCIDENTS; USE ANOTHER ITEM, SUCH AS

8.01, FOR VOLUNTARY DISCLOSURES – INCLUDING WHERE MATERIALITY IS

UNCERTAIN 

The Director encourages the use of a different Form 8-K item for disclosure (for example Item 8.01)

for incidents that have not yet been determined to be material – or that have been found to be

immaterial.  The SEC Staff is concerned that excessive use of Item 1.05 creates risk that investors

will misperceive immaterial cybersecurity incidents as material, and vice versa, and dilute the value

of Item 1.05 disclosures of material incidents.

The Staff does not want to discourage companies from making voluntarily disclosures where they

have not yet determined materiality, or from disclosing incidents determined to be immaterial.  If a

company later determines that the incident is material, then it should file an Item 1.05 8-K within

four business days of such determination. That 8-K may refer to the earlier 8-K disclosure, but the

company would need to ensure the subsequent disclosures satisfy the requirements of Item 1.05.

TIMING OF DETERMINATION OF MATERIALITY VERSUS DETERMINATION OF IMPACT;

USE ITEM 8.01 UNTIL FINDING OF MATERIALITY AND THEN AMEND 8-K TO REPORT

UNDER ITEM 1.05
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As discussed in our July 26, 2023 post, companies should determine materiality based on all

relevant factors, including quantitative and qualitative factors such as:

▪ Financial condition and results of operations

▪ Harm to a company’s reputation, customer or vendor relationships, or competitiveness

▪ The possibility of litigation or regulatory investigations or actions, including regulatory actions

by state and federal governmental authorities and non-U.S. authorities

In some cases, the incident may be so significant that it’s clearly material even if the company has

not yet determined its impact.  In those cases, the company should disclose the incident under Item

1.05 and expressly state that the company has not yet determined the impact (or reasonably likely

impact).  It should then amend the 8-K to disclose the impact once that information is available.

 The initial 8-K should cover the material aspects of the nature, scope, and timing of the incident,

even if the company is unable to determine its impact at that time.

To avoid doubt, the Staff stated:

“[A] company that discloses a cybersecurity incident under Item 8.01 of Form 8-K for which it has

not yet made a materiality determination is still subsequently required, under Item 1.05 of Form

8-K, to determine, without unreasonable delay, whether the incident was material."

https://www.bclplaw.com/en-US/events-insights-news/divided-sec-adopts-controversial-cybersecurity-disclosure-requirements.html#:~:text=Qualitative%20factors.,U.S.%20authorities
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MEET THE TEAM

This material is not comprehensive, is for informational purposes only, and is not legal advice. Your use or receipt

of this material does not create an attorney-client relationship between us. If you require legal advice, you should

consult an attorney regarding your particular circumstances. The choice of a lawyer is an important decision and

should not be based solely upon advertisements. This material may be “Attorney Advertising” under the ethics and

professional rules of certain jurisdictions. For advertising purposes, St. Louis, Missouri, is designated BCLP’s

principal office and Kathrine Dixon (kathrine.dixon@bclplaw.com) as the responsible attorney.
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